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*1 Internet Infrastructure Review vol.3171.4.3f{ & FHES D&M, (https://www.iij.ad.jp/dev/report/iir/031/01_04.html),

*2 FHIEHRIDAZOEELIFETIZNTWS (https://www.morikita.co.jp/books/book/3503),

*3 NIST Post-Quantum Cryptography (https://csrc.nist.gov/Projects/Post-Quantum-Cryptography)

*4 ECCI18(https://cy2sec.comm.eng.osaka-u.ac.jp/ecc2018/program.html),Chloe Martindalelc & 2CSIDHICBI T 2 HEZ X5 K. CSIDH: An Efficient
Post-Quantum Commutative Group Action(https://cy2sec.comm.eng.osaka-u.ac.jp/ecc2018/slide/slide_program/1121-3%20CSIDH%20

Martindale.pdf) .

*5 Dustin Moody, Post Quantum Cryptography Standardization: Announcement and outline of NIST's Call for Submissions, PQCrypto2016
(https://csrc.nist.gov/presentations/2016/announcement-and-outline-of-nist-s-call-for-submis) . (https://www.youtube.com/watch?v=nfLAVybabMs),

*6 Dustin Moody, The ship has sailed: the NIST Post-Quantum Cryptography competition, ASIACRYPT2017 invited talk (https://csrc.nist.gov/
presentations/2017/the-ship-has-sailed-the-nist-post-quantum-cryptog). (https://www.youtube.com/watch?v=3doS6joRYTE),

*7 NISTIR 8240, Status Report on the First Round of the NIST Post-Quantum Cryptography Standardization Process (https://csrc.nist.gov/

publications/detail/nistir/8240/final) »
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*8 NISTIR 8309, Status Report on the Second Round of the NIST Post-Quantum Cryptography Standardization Process (https://csrc.nist.gov/

publications/detail/nistir/8309/final) »

*9 Dustin Moody, The Future Is Now: Spreading the Word About Post-Quantum Cryptography, December 2, 2020 (https://www.nist.gov/blogs/
taking-measure/future-now-spreading-word-about-post-quantum-cryptography) .
*10 NIST PQC Standardization Update - Round 2 and Beyond, September 23, 2020 (https://csrc.nist.gov/Presentations/2020/pgc-update-

round-2-and-beyond) .

*11 NIST PQC Standardization Update - Round 2 and Beyond, (https://www.nccoe.nist.gov/file/3-pgc-nccoepdf),
*12 Post-Quantum Cryptography Round 3 Submissions (https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions),
*13 History of PQC Standardization Round 3 Updates (https://csrc.nist.gov/CSRC/media/Projects/post-quantum-cryptography/documents/

round-3/history-pgc-round-3-updates.pdf),

*14 PQCRYPTO project(https://pqcrypto.eu.org/). (https://cordis.europa.eu/project/id/645622),D5.2 Standardization:Final report(https://

pgcrypto.eu.org/deliverables/d5.2-final.pdf),

© Internet Initiative Japan Inc.

17



18

UA—ERD XU EBHNIC/KAT—REEIT 5 EDEIE
PRERDIAD UK RBRELERDILICH T BSMSA vy E—I%
Eo AR RNDEIICEL TWHERBR T« A Ay 3 vHH
KTHITONE U

T BSZILIYXLOFBZOEDOPZOHMMAICEDS
& ICH W T NISTH 5 FKITS N BFIPSPSPAMERK I
HU—RURITTWRZEZHDADZVWERBWETRE
ELHAINTWS/\Y ¥ 2 BEOEERESHA-26NISTIC
LBRENMTONTVWEZ—AT RKEBROEL DD > TW
B5ZENSNY YT RPHFEETZ2DTEBEVHEVNS BRI
1970FRICEKESNDESHITOEMI SIERINTWVWET,
ZFDIZHBETIENIST Curve & I E 2 i5HBRIRES A IC
FEOLNDZRH/NTA—FICE T 2RAKRDBEN 5. EOIRESD)
EUCOIETFCIZE SNBSS AR ZFOAILEN—EE
WBZEHEETI L UVBSEETHRASnTWwWS 70Oy
TFI—VRETHRESINTWENY Y aBET7ILTY XA
IENISTICRESNEHDHELZCEENTVWE I BSEMIC
BELUTWEWTI Y Y Z PN MEICHRE- BRI ET B
SEEZTDHDODERICELSHEBICERRELLEMANGH D,
SHA-2R+RICBBESIN /NIRRT TRETH D L RHS
NTWBEDCHRZIENET,

2 3 mﬂi%ff%m
EZA

RSARES DR LM FREB D B OEE M ITKEFE L TWEHRT DY

FIZIFT00EE X TOERE THNIFHTH BB ICRAL A E

TEFI (FIZ1F2.3.5.7.11. 13 5\WTEINZ M ZHERIT I

IFRW) RSABES IFFHEENTLMEICE D). HIEEKR

EEICBITEHLEED

ERFEMZAVRITNIEZLICHIETZ I EIETERTAIR
. 10248y hx2=2048Ey N EDOEREBNZHAWS Z &
MERSNTOERIN CORRICET S IV YT IERA

ERHICBEHMUTCEF U ZOEFDLSICBESTILTY XL
ZOEDDEEEIRILT 2/INTA—FREIFETHEEER
DF I RSABFIFREDLZLETHEINTVWE I ZhiE+
NRREFROTVNIHNSTHD. ZORIIROH EIFLCEES
N3 ETYHTREICHIAT DI ENTEET,

MEFHERESICEVWTHRULSIC/INTXA—FREDE
BRHDERITBEARZDOLDONLEERHINTWVWTH,
BIZISERICEITZIBEBRRENEDLSBT—FZFIEITN
FLERICHAZDEVSREDDETIT IS UEERNS.IE
SZILTV AL FICREMNHASNTWSHEELSMEICED
CARBEBESARNB BRIVIEELGSERELGDEI . CNER
BRI SERESNIMEFHERBS 7ILITUXLICEWT
EEBNGA—FIZEDLSICHREL TCLZEEZEET DD
MNEEERDFTZDH.—FOATITVICEL TIFRE
O EEREICEVWTHAIEL TWS M E SHhEHIT S
DICEFEIAVYRT Va3 VHHIMNMTE D BIMOKEFE
AEHETEZIETHRIZI AT+ E2ED LF2-HRET 3
T—ABREFISNET,

MEFHEREBESOS 5LEHARARBESELTAT IS
AENZDHICEVWTIF20I5ENS5AVYRT 1 ¥ 3 U H'H
EINTHED. ZDLLES5VDNFTA=FTH+ARERBDNR TV
EESTZILITYXLDBBBHARDOERICE > THRADER
TWekDHRETHRGBHIBEAHEZRENETHIZ
[ECRYPTO2019(C f#} fi£ = 1172 552[E]PQC Standardization

© Internet Initiative Japan Inc.



Conference®'®(C &L\ Tlintai Ding*'®lc K 2 EETAE < /¢
TAXA—YEFEBEULIDEELZD U,

24 EybhEFaVT+

MEFEEEES & INBENIC.REZ<FIAISNTWSES
FILT) XLEEHEBRTZ LT ) XL EMENRTWET  HE
FILTVRXLAICEWTIE BE/NTA—YZRIRT D &iC &
D.H2EY MEF2UT+ZERT DI ETRENEZERY
B2EVNSEZAN—BHNTI . COEY REF2IUTrEW
SEZFIFHBERBESC/N\Y Y 2BHREICEVWTIFERL
PTWVERER>TRDGBEDIRLR—MCEWTESE
TP EMELMEICET 2@ e To TWETH,

B XX < N TWBAES-128 & IEEh 2 IHERES 7 )L
TURLTIEI28E Y NROENEDNTE D EBDHD
BERET ZICIE2'PORITELBE T H1H. 1288y bR
2HL<IFI28Ey hEF 2 U T EBRELTWR EWDN
TWETEY bEF21UT 1 DEXHIFAFRES7ILITY

LAICHBEATZIENTE . HIRB/NSTA—FE2AVRIE
BE7ZILIUVILDN, EOREDREEZBARTE WS I Z
HEHBTERLSICR>TVWET . CDLSBRERICET S
MHERTERBZDHDE L TNISTIC L BSP 800-131AM A&
<D EFShEFTA AURSARBEERAVWTHERT—I 7K
LT —lE&>TEDLKBEWEY hEFa VT ERBESZD
LRTLIHZONEAVE ZZTT B ZIE AL AR—
Vol.8 1.4.1 £-1%88]),

CDEDICKRESNEEHAFEPHEBOBRITEKEL TRED
ZTBECELSBT—ANBECHMNE FERES(IC

IR 549

2. 7A—=HAR-UH—F(1)

BT LR—FTRONF U FIEDMNE FEMEESC
BT LR—MERELULBRITEN U Groverd 7 )L TV

ALE nEYy b EFa2 VT4 %2HBEITIHBEBREBSARIC
BWTZDRRDOEDDES UNFLBWI ENREINT

WEFTUNULAT—IRILY —lck > TIFHEBERBRS A
g RTEAOEY hEF2 VYT ITIETITZEWSHIET

ULTWBLR—KMEBRBZITSNF UL REGLBERERESIC
BV BRICDERFIEE2"OBICE S enDEDERT %
EWSEZADLELZIFTANSNTVWERINISTIC K DKEM
PFIUYIERBEONHBESARXOI VRT3 Y
MTONTWS ) MEFEHERES &L TOLBERES
ARXNTA—HREINZZEE@FDBRNVWTIN. W DH DR
FUR=N—DPETINTEDEKREVNVERINESNT
WETHIZIFRE—RNICEDN TVWBAESESICXH LT
ETFHEENEDCSWEREKRDINICET XA B D
FP MMM ER THETHER TOREREFI YT«
N—YVERF>TWDEDBRMERZEFRL TWERIN. %
DORBUPHEFHREICEESZEELET,

N

S5 EFRESEMEFHERBESICOWT

TS tﬁ;?ﬁ;%ﬁﬂtm329®$ J—RigZFD
BEERCERVERDEFIN . —MOANSRZ ERBEALZSIE
EIUTWBEOBEENRRITONTIHIEE L TIRHA
ZIFQKDE L THIS N2 EFBEICE T 2RMIERENHD
FINMEFAEERBESEITRLGIMITI AR TEIE
MR RIFEEDOMEFHERES EFIENZNFICETIHE
BTHO . EFBEREETHEZEENICIR DS RITHERE
FITWEE A,

}Hﬂlﬂl

rI]]

*15 Second PQC Standardization Conference (https://csrc.nist.gov/events/2019/second-pgc-standardization-conference),
*16 Jintai Ding, New Attacks on Lifted Unbalanced QOil Vinegar (https://csrc.nist.gov/Presentations/2019/new-attacks-on-lifted-unbalanced-

oil-vinegar) .

*17 BEEARILOEF®. Ey et SME LU ICET2@RIEALR—bDVol.8 (https://www.iij.ad.jp/dev/report/iir/pdf/iir_vol08.pdf) ®T1.4.1 k5

FILTYZXLD2010FEBEICTBNLTWS,

*18 NIST Special Publication 800-131A Revision 2, Transitioning the Use of Cryptographic Algorithms and Key Lengths, March 2019.

(https://doi.org/10.6028/NIST.SP.800-131Ar2),

*19 Xavier Bonnetain et.al, Quantum Security Analysis of AES(https://tosc.iacr.org/index.php/ToSC/article/view/8314),FSE2020ICTHE

(https://fse.iacr.org/2020/program.php) .
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*21 Internet Infrastructure Review (lIR)Vol.31, 1.4.3 TH&FRES D&M (https://www.iij.ad.jp/dev/report/iir/031/01_04.html) .
*22 Gilles Brassard et al., Quantum cryptanalysis of hash and claw-free functions. SIGACT News, 28(2):14-19, 1997.
*23 LA s, EFIVELI—IPHBRESOL2MICRIEFIZEDOREROFFM, CRYPTREC EX-2901-2019, 20204 1A. (https://www.cryptrec.

go.jp/exreport/cryptrec-ex-2901-2019.pdf),

*24 Andre Chailloux et al., An efficient quantum collision search algorithm and implications on symmetric cryptography, LNCS10625, pp.211-240,

ASIACRYPT2017, 2017.
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CBREOEFIVE1L—FICLEBSRIMOREMEADFE, 2020F2817H, CYPTREC ER-0001-2019. (https://www.

*26 Frank Arute et al., Quantum supremacy using a programmable superconducting processor, Nature volume 574, pp.505-510, 23 October 2019.

(https://doi.org/10.1038/s41586-019-1666-5)

*27 Craig Gidney et.al, How to factor 2048 bit RSA integers in 8 hours using 20 million noisy qubits(https://arxiv.org/abs/1905.09749),
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